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Agenda

ωActive Directory

ωService Accounts

ωDatabase Platform

ωWindows Platform

ωData Storage Planning

ωVirtualisation

ωFarm Topologies
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Introduction

ωThe trick is finding the right balance between:

ωThere are often many solutions to the same 
problem

ωNot meant as prescriptive guidance, but these are 
examples of how I have got it to work

ωYŜŜƴ ǘƻ ƘŜŀǊ ŀōƻǳǘ ƻǘƘŜǊǎΩ ŜȄǇŜǊƛŜƴŎŜǎ

Ease of Use
vs

Security

Manageability Performance
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ACTIVE DIRECTORY
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Active Directory

Corporate Intranet or Internal Only SharePoint

ωCreate Service Accounts in existing corporate 
domain

ωUse a naming convention for easy identification

ωPlace accounts in Service Accounts OU

ωUse strong passwords/password generator tool
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Active Directory

Internet Publishing or External Collaboration

ωConsider setting up a separate DMZ Domain

ωResults in increased security

ωAdds to administrative overhead (slightly)

ωSet up one way trust so that internal users can 
authenticate with their existing credentials

ςDMZ domain trusts Internal domain
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Service Accounts

ωAdministrator - Install Account
ςCan be a domain admin, or in local administrators group on the box

ς Setup can be run from your domain account

ς Only used for the install and configuration of SharePoint

ωSharePoint Service Account
ςRequires DBCreatorand SecurityAdminroles on the SQL Server

ς Should be a standard domain user, not an administrator

ς This is the account you put into the Configuration Wizard

ς Runs the Central Admin App Pool, and Farm Services

ωSearch Crawl Account
ς This is the low privilege account used to crawl content on your web apps

ς Needs no specific permissions, SharePoint will assign them for you

ς Used for WSS Crawl and MOSS Crawl
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Service Accounts

ωSearch Service Account
ςUsed to run the Search Services (not used to access content during 

crawls)

ωWeb Application Pool Accounts
ς A separate account should be used for each SharePoint Web Application

ς At a minimum, the main content application pool credential should be 
different to the one running the Central Admin application pool

ωShared Service Provider Service Account
ςUsed for the SSP specific services

ωSQL Service Account
ςUsed to run the MSSQLSERVER Service on your Database Server

Central Admin Shared Service Provider(s)

Main Web Application My Sites (if separate)
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DATABASE PLATFORM
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Database Platform

Awesome!

ω New Dedicated SQL Server or Cluster

ω 64 bit

ω Plenty of RAM (8GB +)

ω Physical Server

ω Either 2005 or 2008

ω Fast RAID 5/10 disks or

ω SAN attached DB Storage

ω Maintenance Plans

ω Well maintained

ω Backups
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Database Platform

Good

ω New SQL Instance, or underutilised shared SQL Server

ω Preferably 64 bit (a must if you are planning to deploy 2010)

ω Adequate RAM (4GB +) or more if Shared

ω Physical or Virtual

ω 2005 or 2008

ω Fast mirrored local disks

ω Or, if virtual, SAN attached DB Storage

ω Maintenance Plans

ω Backups



Title of presentation

12

Database Platform

Bad

ω Old or over utilised shared SQL server

ω 32 bit

ω Heavy page file utilisation due to inadequate RAM

ω Old Physical server, or under resourced Virtual

ω SQL 2000 or MSDE/SSEE

ω Slow local disks, no redundancy

ω No maintenance plans/not maintained

ω No backups

ω HUGE log files, drives running out of space

ω No one takes responsibility for maintenance
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WINDOWS PLATFORM
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Patches and Service Packs

ωPatch Windows!

ωMake sure windows updates are running

ωTest WSUS functionality

ωPatch SQL Server
ς SQL 2000 SP4 required for install

ς Another good reason to have a dedicated SQL install

ωSlipstream latest MOSS Service Pack
ς SP2 patch has now been released

ς Delete WSSSetup.dll from Updates directory
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Partitioning

SharePoint Servers

ωSystem Partition
ςC:\

ς Where the Windows, Program Files folders live

ς 30GB+

ς Disk space usage can blow out during Service Pack installation

ς Can be on a locally attached disk

ωData Partition
ςD:\

ς Where everything else is, Logs, Indexes, Web Site Files

ς Source/Install for storage of installed binaries

ς Deployment folder for solution packages

ς Should be on a SAN/RAID disk for performance
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Partitioning

Database Servers

ωSystem Partition
ςC:\

ς Where Windows, and SQL application files live

ς 30GB+

ςDisk space usage can blow out during Service Pack installation

ςCan be on a locally attached disk

ωData Partition
ςD:\

ς Stores all the mdf files for SharePoint databases

ς Ensure it is large enough to accommodate future growth

ς Should be on SAN/RAID disk for redundancy


